
 

Job Description 

Job details 
 Job Title: 

 

 

Security Vetting and 

Support Officer 

Reports to 

(Job Title): 

Security Policy and Assurance 

Lead (Personnel Security 

Controller) 

Job profile: 

 

Project Leader 

Description of role 
Day to day the Security Vetting and Support Officer will act as the first point of contact for all 

vetting enquiries and take the lead in coordinating and managing all vetting requirements for 

the end-to-end vetting process. Supporting the Personnel and Facilities Security 

Controller(s), the role will also undertake activities to support the overall security programme 

to enable the team and the business to meet its legal, operational and commercial obligations 

concerning the management and delivery of secure work. Activities will include 

administration and document management whilst assisting with planning, governance, risk 

management and control, process improvement and training and awareness. 

This position may require you to travel to other TWI Limited sites within the UK.  

You will require UK security clearance for this role. To meet the national security 

requirements you will need to have been a resident in the UK for at least 5 years.  

Key accountabilities 

 Responsible for carrying out the business vetting process lifecycle; ensuring screening 

activities and UK vetting standards are conducted and maintained.  

 Acting as the first point of contact for all vetting enquiries, supporting and providing 

individuals through the vetting process, handling confidential information and managing 

complex vetting enquiries.  

 Liaising with United Kingdom Security Vetting (UKSV) and other external agencies when 

appropriate.  

 Perform vetting aftercare responsibilities such as supporting the completion of clearance 

reviews, Change of Personal Circumstance, Annual Security Appraisal Forms and 

Aftercare Incident Reports.  

 Keep up to date and ensure compliance with UK Government and organisational security 

policies and procedures.  

 Provide support and advice to the business with guidance from the Personnel Security 

Controller and Facility Security Controllers.  

 Monitor project opportunities, scheduling and supporting the review process, accurately 

recording information and maintaining the contract lifecycle to ensure controls are 

monitored, the correct documentation is in place and risk is mitigated.  

 Support the development and delivery of security training and awareness programme. 

Ensuring training records are kept up to date.   

 Support effective communications of policies, processes and guidance to all relevant 

stakeholders.  

 Ensure all tools and databases used to manage the security programme are accurately 

maintained, fit for purpose and related documentation is electronically filed consistently.  

 Undertake secure archiving of classified projects, ensuring permissions are removed. 

 Provide support in preparation and during compliance and assurance audits. 



 

 Support activities and projects that assist the team in achieving its key objectives 

through implementation of key business processes aligned with the Corporate Security 

Strategy. 

 Provide quality administrative support to ensure the smooth running of the team, as well 

as supporting effective delivery of process improvement.  

 Support the security incident management process.  

 Attend internal and external stakeholder meetings.   

Person specification 
Criteria Essential Desirable 

Qualifications  Level 3  Diploma 
Business Administration 
(or equivalent) 
 

 APM PFQ Project 
Management Course 

  DISA-Security vetting 
procedures qualification  
 

Skills  Excellent 
communication skills, 
able to articulate clearly 
and concisely both orally 
and in writing.  

 The ability to deliver a 
consistent and high 
quality customer-
focussed service to all 
stakeholders.  

 Excellent planning and 
organisational skills.  

 Ability to be self-
motivated, forward plan 
and prioritise work 

 Ability to work under 
pressure and to tight 
deadlines not 
comprising quality of 
work.  

 Be confident and 
diplomatic, with an 
ability to create and 
foster strong and 
productive working 
relationships with 
internal and external 
stakeholders at all 
levels.  

 Ability to work well 
within a team but also 
independently. 

 Able to produce concise 
and accurate reports 

 Excellent attention to 
detail and accuracy 

 Strong problem solving 
skills 

 Have an understanding 
of General Data 
Protection Regulation 
(GDPR) or UK Data 
Protection requirements.  

 Commitment 

 Willingness to learn 

 Adaptability 
 

 



 

 Proficient in IT with 
knowledge of Microsoft 
Office (word, Outlook, 
Excel, PowerPoint, 
Microsoft Teams).  

 

Specific relevant experience  At least 3 years’ 
experience working in a 
business support, 
administrative and/or 
document management 
role.  

 Experience in handling 
and processing 
confidential information.  

 You will be required to 
achieve a UK Security 
Check clearance for this 
role. 

 Experience of working 
within a vetting and 
security environment.  

 Knowledge of related 
Government Policies 
and Legislation.  

 

Competencies aligned to 
Organisational values 

 Responsibility for 
achieving your own 
objectives and personal 
development  

 Seek opportunities to 
promote teamwork 

 Focused on building 
effective relationships  

 Seeks to share learning 
and knowledge with 
others and opportunities 
for  continuous 
improvement  
 

 
 

 

TWI Culture 
 
As one of the world’s leading independent research and technology organisations, we 
are committed to attracting, motivating and retaining the best talent from around the 
world. Our goal is to develop the next generation of experts to address future industry 
challenges.  
 
We are committed to creating a culture that recognises and respects the differences 
between people while valuing the contribution everyone makes to TWI. 
 
The diversity of our staff and students makes a positive and important contribution to 
our continuing success. 
 
TWI offers a comprehensive training programme, incorporating both in-house and 
external courses to support staff development. 
 

 
 
 

 

 

 



 

 

 

TWI Values: 
 
Our six values provide a point of reference for the way we expect our people to operate 
and behave. 
 

 Inclusion: Valuing the contribution from every individual, creating value for our customers 

 Teamwork: Building effective working relationships, we accomplish more together 

 Adaptability: Engaging positively with change to meet the needs of the business 

 Taking Responsibility: Achieving our objectives and personal development 

 Innovation & Expertise: Championing new ideas and sharing knowledge to solve industry 

problems 

 Customer Focus: Building trusting relationships with our customers 

 
 
 


